The Internet has become the scene of many crimes that are completely different from traditional crimes, including crimes against individuals' privacy and privacy, by accessing personal information and data that they maintain using the electronic means and media of the network, ranging from defamation to extortion, Theft and destruction of information, and may even be used to impersonate persons and commit crimes in their name, and so on. Private life is one of the most important concepts that fall within the scope of human rights enshrined in all international covenants and covenants, which are committed to protecting national laws and legislations in all countries. However, technological changes have posed many challenges to the criminal protection of private life in the Internet environment.
Introduction
The crime of assaulting the private life on the electronic environment is deemed of the most important crimes which were alerted by the countries that realized the risk of the same on the security and stability of both the individual and community for which they rushed to issue legislations that may secure all the legal protection forms for the private life at the environment of the internet. However, infringing the private life via the internet goes beyond the traditional issues whether regarding the concept of the right of privacy of the individual and its nature and/or the nature of the violations to which he shall be exposed, the means used and the impacts of the said violations. Actually, the studies concerned with the protection of the private life via the internet are still few in spite of the escalating expansion witnessed by the internet services and the super capability of the same to attract millions of individuals daily including, in particular, the chatting sites and the social media in which the individuals tend to save personal information which they may not wish to be accessed by all or that having the others accessed the same may cause their utilization in a wrong way involving assaulting the private life of their owners.
Definition of Private Life on the Internet
The right of privacy is one of the fore granted rights established for the human being which several aspects are mostly difficult to be determined other than the difficult differentiation clearly between the matters that fall within the private life of the human being and that stands to be of his public life (Hejazi, 2009, p. 604 ). Yet, most of the modern laws and legislations provided no specific definition for the private life leaving the same for the jurisprudence and the explanation of the law (Yousef, 1998, p. 58; Bshaten, 2012, p. 70) .
As for the jurisprudence, then it laid down several definitions for the private life including: "It is the right related to the family, personal, internal and spiritual life of the person once living behind his closed door (Kayed, 1994, p. 8) . Further, it defined the private life as being: "the right in which the individual himself shall determine when, how and to what extent shall the information related to his private affairs be accessible by others (Yousef, 1998, p. 59) .
As for the French Jurisprudence, then it defined the private life as being: "The right of person to live his life solely and freely as he wishes to the least interfering of others". In fact, the said definition sustained criticisms as some considered that expanding its interpretation shall result in confusing between the freed and private life (Bshaten, 2012, p. 81) .
Further, and for the United States, then a judgment delivered in an American court provided that the right to private life "means the right to isolation without being exposed to the unauthorized publishing". In fact, this was the opinion of the jurist (Alan Weston) when he approached the private life within the framework of the individual's relationship with the community as being: "a temporary discretional withdrawal of the individual from the community to a state of isolation or being restricted to a small group in which he shall be peaceful or even at the heart of larger groups but in a state in which his personality shall not be interfered and in which he shall not be obligated to reserve his matters". Further, Weston defined the private life as being: "the need of the individuals, groups and bodies for which they may decide by themselves the extent to which their information transmitted to others would be accessible". Then, he analyzed the said concept to four topics, namely: the privacy, the affinity, the anonymity and the reservation, i.e. he gave the said right a content and counting (Bin Said, 2015, p. 12, 14) .
In fact, and in spite of the difficulty to determine the elements of the right in the private life, yet the most important elements include the emotional life, the matrimonial life, the family life, the health condition, the medical care, the phone and private conversations, the financial liability, the political opinions, the religious beliefs, the origin of the person, his place of residence, the sanctity of his house, the privacy of his communications, name, photo and the sanctity of his body as well as his career and the way he spends his leisure times (Al-Ghaferi, 2009, p. 111) . In fact, the same was included in the definition made by the International Commission for the right of private life adopted by the Consultative Society of the European Council in articles (2, 3) of the Recommendation No. (428) dated January 23 rd , 1970 (Bshaten, 2012, p. 81) .
On the other hand, the American Law Institute defined the private life in terms of encroaching it as being: "Every person who seriously and illegally infringes the right of another person to keep his matters and affairs away from the knowledge of others and that his picture shall not be exposed to the public shall stand liable as towards the person assaulted" (Bshaten, 2012, p. 80) . In fact, this definition is deemed the best one adopted by the jurisprudence for the concept of the private life.
However, the private life on the environment of the internet has been defined as being: "the right of the individuals, groups or entities to decide for themselves when and how or to what extent that the information related to them may be accessed by others (Bin Said, 2015, p. 123) .
Further, another definition for the private life on the environment of the internet declared the same as being: "the right of the individual to control the process of gathering personal information concerning him and its automatic processing, saving, distribution and using in making the decision related to him or being of an impact on him" (Al-Ustaz, 2013, p. 433) .
In fact, fearing from jeopardizing the sanctity of the private life and the personal freedoms shall be at most towards the state and its bodies since the easy transfer and exchange of data between computers may result in an impact on drawing the general policy of the state if the said information shall be monopolized which matter shall result in causing the actual power in the political regime to be with the party that controls the said information through the expert and technicians of the authority during supervising the information (Al-Shawabkeh, 2011, p. 68).
Hence, article (8) person shall have the right of respect of his private life and family life as well as his house and communications for which the public authority may not hinder practicing the said right except based upon the law and as necessary in a democratic community to the interest of the national security and the safety of the public or the economic prosperity of the country to ban the insurrection or crime or otherwise to protect the health, morals or the rights of others and their freedoms" (ECHR, 1950).
The Protection of the Private Life on the Internet as Applicable by the Western and Arab Laws
The recognition of the risk of the computer on the sanctity of the private life started at the western countries since more than three decades for which several laws where issued aiming in one respect of them at protecting the private life against what was so-called "the risks of the automatic processing of the nominal data" (Al-Akoum, 2000, p. 16).
Further, France issued a law on the digital processing and freedom systems in January, 1978 which law obligates all those in charge of the Internet sites, and when dealing with personal data, to notify the information and freedoms national committee since publishing such information on the internet sites shall cause the same to be exposed to violation and the occurrence of illegal acts on them, e.g. the unauthorized pick up, forging, stealing and manipulation. Hence, the committee provides for notifying the persons regarding the risks of posting their personal data on the sites and vests the right upon them to object against the data published about them while they shall have the right of accessibility, correction, objection and deletion of data for legal reasons. However, the information and freedoms national committee laid down guidelines whereby a simplified notification shall be sufficient for the committee if the matter shall be concerned with data that are not risky. On the other hand, and if the matter shall be concerned with data having an extent of sensitivity (e.g. those related to the customs, political, philosophic and religious opinions or those related to the union memberships or the morals of the person), then an explicit approval should be obtained from the concerned person as stated in article (31) which was included in article (226-19) of the Penal Code. For example, and according to the said law, a person was convicted for having posted a picture showing his girlfriend naked on the Internet. In fact, the French Penal Code secured the protection for the private life by the articles (226/1, 2, 8) as the first article is concerned by criminalizing capturing, recording or transferring the conversation issued privately or confidently without the consent of the victim in addition to having criminalized the capturing, recording or transferring the picture of a person from one private place with his/her consent. Further, the second article is concerned with the crime of saving, disclosing or using a recording or a document that was obtained by any of the aforementioned acts. In addition, article (226/8) provided for criminalizing the editorial works made on the voice or photo of a person without obtaining his/her consent. However, the French legislator did not amend the wording of the articles as set forth in the old Penal Code related to the protection of life whether regarding the first crime, i.e. the crime of capturing, recording or transfer of conversation made privately and confidentially without the approval of the victim as provided for in the article (226/1) (Rasaa, 2012, pp. 142-143).
As for USA, then it issued general principles for all the participants in the information field in June, 1995 which included matter related to protecting the personal information of all the participants in the information field including that is related only to the users of the personal information and others of the individuals who provide personal information related to them (Fikri, 2006, p. 258) .
In fact, the said principles obligate the users of the information to assess the extent of their impact on the privacy to determine if personal information were captured, disclosed or used in addition to obtaining or maintaining information in a reasonable manner that support the commercial or targeted activities. Further, they obligate the users of the information who gather personal information directly related to the individual to provide sufficient and suitable information to justify their gathering the information stating at the objective or the target of the gathering in addition to stating at the steps and measures that shall be adopted to protect their confidentiality, safety and accuracy in addition to the result of providing and barring the information. In fact, the said principals stressed on the principal of protection whereby they obligated the users of the information to use the suitable technical and administrative controls to protect the confidentiality and the safety of the personal information (Rasaa, 2012, p. 144 ).
In addition, several of the western countries issued laws that include the protection of the private life against the risks of the information technology, e.g. Austria, Belgium, Germany and Britain.
On the Arab side, and to date there are no regulations or laws specially concerned with the private life and its criminal protection particularly regarding the protection of the privacy and the personal data at the electronic environment of the Internet. Yet, most of the Arab countries rushed to issuing laws for fighting the information or electronic crimes, e.g. the anti-information crimes system issued by the Kingdom of Saudi Arabia as well as the In UAE, the Law No. (5), 2012 on Anti-Information Technology Crimes was issued while articles (8, 9) provide for the criminal protection for the sanctity of the private life and the information exchanged publicly on the internet or via any of the IT media.
As in Sudan, the Information Technology Law, and in the second chapter thereof, it provides on penalties by sentencing to jail and a fine against the crimes tapping, capturing or blocking the messages via the internet or computers and the like or to capture or block the same without having a permit to that effect from the attorney general department, the concerned party or the party being the holder of the information.
As for Syria, then the Law No. (17) on Regulating the Communication on the Internet and Anti-Information Crime, 2012 was issued which is of the laws that provide for a definition for the privacy in article (1) thereof as being: "the right of the individual to enjoy a protection for his personal secrets, the personal issued, the family matters, the communications and reputation as well as the sanctity of his house and private property not to be penetrated or reviled without his consent". As for the protection of the private life, then article (23) of the Syrian Law provides for the punishment by sentencing to jail and paying a fail for he who shall publish information on the internet violating the privacy of any person without his consent even if such information shall be true. In fact, the criminalization and the scope of protection is limited to publishing on the internet being one of the media provided for in article (32) of the Syrian Penal Code. In addition, articles (9, 10, 15, 18) of the Syrian Law stated upon the crimes of violating the privacy, e.g. the crime of disclosing data and information, the crime of changing the content, the crime of the illegal accessibility to information system and the crime of blocking the information.
In fact, the researcher points out that the Arab laws and legislations provided for considering assaulting the private life on the environment of the internet as being a crime which committer shall be punished by criminal and civil penalties. Further, it allowed mixing the two penalties but left the issue of assessing and determining the suitable penalty within the discretion of the judge which matter may be elaborated by approaching the crime of assaulting the private life on the internet on view of the matters established by the Saudi Information Combating System.
The Crime of Assaulting the Private Life on the Internet According to the Saudi Regulation
The Saudi Regulation approaches the crimes on the Internet under a comprehensive frame expressed by the term "the Illegal Accessibility", i.e. the illegal accessibility defined by article (1/7) of the Saudi Regulation as being: "the accessing of a person deliberately to a computer, a website, an information system or computers network being unauthorized to do so. Further, the same has been considered of the information crimes as defined by article (1/8) of the system as being: any act committed involving using a computer or the internet against the provision of this system".
Further, article (3) of the system criminalized tapping the matters sent via the internet or any computer without a true regular cause or otherwise capturing or blocking the same or defaming the others or harming them via the several information technology media (the Saudi Regulation on Anti-Information Crimes).
In fact, article (6/1) of the Anti-Information Crimes Regulation provided for criminalizing the production of the matter that may encroach the public order, the religious values or the public morals or otherwise the sanctity of the private life, the preparing, sending or saving the same via the Internet or any computer" which should be punished by the penalties provided for against the committer.
Actually, and as the researcher believes, the Saudi Regulation did not provide specific forms for the crime of assaulting the private life in the environment of the internet while it did characterize the said crime with a general description listing each act that jeopardizes the private life of the individuals or violating their privacy on the internet. Hence, the illegal accessing to the computers of the individuals, their websites, their databases and personal information as well as tapping them, manipulating their data and information, producing matters encroaching them as well as their defamation and other behaviors that infringe the privacy of others or otherwise lead to the distorting, deformation or damaging of the same are all included within the scope of the crime of assaulting the private life considered by the Saudi Regulator as being of the crimes that encroach the public order.
Elements of the Crime of Assaulting the Private Life in the Saudi Regulation
The crime of assaulting the private life in the Saudi Regulation is based on two elements: a material element and an artificial element.
The Material Element
Out of the generality of the description used by the Saudi Regulator (encroaching the sanctity of the private life), then the material behaviors by which the said crime may be effected may not be thoroughly and steadily determined but the Saudi Regulator pointed out that the material element in this crime maybe: producing, preparing, publishing or saving a matter that stands to be encroaching the sanctity of the private life. Actually, and as expressed by article (6/1) of the Saudi Regulation, then three material forms may be denoted for the said crime represented as follows:
1-The production of data: which may encroach the sanctity of the private life like the production pictures, drawings, videos or all the activities that are capable of being produced.
2-The behavior based on preparation and publishing: the same includes all that is effected by posting on the internet which may include other several aspects like insulting, contending, defamation or impersonating or otherwise disclosing the secrets and personal data.
3-The material behavior based on messages: the same may be represented by the threatening messages that may be sent via E-mail, social media, mobile phone or the like being a means that may enable the committer to hide himself through the same which shall facilitate achieving his act with no risks.
Actually, the researchers believe the expression of encroaching the private life used by the Saudi Regulation refers to some forms of assaulting the private life on the internet but not all for which the Saudi Regulator caused all the electronic crimes to be included within the scope of the illegal accessing as the crime of assaulting the private life do mostly result in disclosing the negatives of the targeted person and divulging his secrets as well as the personal information that may be obtained illegally after accessing his computer or by fabricating news about him and the like.
Further, the researcher believes that the Saudi Regulation listed the crime of assaulting the private life within several crimes including encroaching the public order, the religious values and the public morals causing them all to be included in one provision which matter may be attributed to that the said crimes fall within a coherent moral frame being integrated in addition to being concerned with the Islamic Sharia that criminalizes encroaching such entities protected by Sharia and in particular protecting the honor, dignity, reputation and privacy of the human being. Nevertheless, the researcher believes that each of the said crimes should have been listed separately out of the various privacy of each of them.
The Artificial Element
The crime does not represent a pure material part based on the act and its subsequences but it is over that stands to be a psychological entity as the material elements of the crime do not solely create a responsibility which matter has been provided for by article (6-1) of the Saudi Information Crimes Combating Regulation as we find it to have pointed out the deliberate character of the crime by having started by the term (production) and that the productivity here is represented by a human element that guided his act to produce all that may encroach the sanctity of the private life.
Actually, the researcher finds that the Saudi Regulator caused the artificial element of the crime of assaulting and encroaching the private life to be conditional upon the discretion of the committer towards committing the act and achieving the result at the same time in addition to the term (preparation) which denotes the achievement of (the prior discretion) for the operation of sending or saving what has been produced and posting the same on the internet for which the sixth article provided for the necessity of the availability of the artificial element represented by the criminal deliberation based on knowledge and discretion.
The researcher concluded also that the Saudi Regulation provided for protecting the private life under a general framework titled "encroaching the sanctity of the private life" and has stated upon the elements of the said crime in addition to having provided for the penalties to be imposed on the committer and the contributor as well as in case of proceeding with committing the act.
In fact, the researcher recommends the necessity to regulate the criminal protection for the private life and the crimes of assaulting it in the environment of the internet in the Saudi Regulation as well as the other Arab laws in a way that shall observe the privacy of this crime in addition to demonstrating their force and elements as well as seeking to issuing guiding principles for all of the internet users aiming at educating them and controlling their manners during their working in the electronic environment in addition to stressing on the sanctity of the private life and showing the penalties provided for to each who may think of assaulting the privacy of others or infringing their private life in the way applied by most of the developed countries.
